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What is NAGIOS?

" "Nagios® is an Open Source host, service and
network monitoring program.’’ (source: nagios.org)

" Monitors:

" Servers (ping, serial comms, disk usage, mounts, etc.)
" Networks (routers using TCP/IP pings)
" Services (TCP/IP connections)

" Custom monitors



Case Study: Rutgers Operations Ctr.

" 100's of servers; dozens of clusters/groups
" Physically distributed across NJ
" One or more services/websites per server

" Numerous customers, each with specific instructions
for reporting / handling

" Organizational process management 1s critical!



Case study 2: personal LAN

" Uh oh! Disk space critical!
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Case study 2: personal LAN

" # rm —Rf /pub/prOn
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Configuration diagram

" http://nagios.sourceforge.net/download/contrib/documentation/misc/con

nagios.cfg
main config file that defines other
files, logging, events etc.

e

interprests files using macros defined in

resource.cfg
macros referred to in other files
e.g. SUSER1S = nagios home dir

config
files

contactgroups.cfg
contacts are grouped since we
need some support redundancy

are
members
of

contacts.cfg
people that we can call on to fix
hosts and services

are
notified
by

misccommands.cfg
how to notify users that things
are broken

Nagios Daemon

Nagios :

Confiauration Fil cgi.cfg
onriguration Files parameters customizing the
action of the web pages

refers to central configuraton file
central configuraton defined in

hostgroups.cfg
groups hosts into types for
alerting and display purposes

. are grouped by type into
escalations.
if something breaks and is not fixed
who can we complain to next

hosts.cfg

central monitoring component
along with services

are maintained by

are
checked
by

happen
if unfixed
breakage
happens to
will
work
the
following
hours

services.cfg
central monitoring component

along with hosts T

httpd.conf

apache include file describing how
to display nagios web pages

points apache a %\ files secured by

.htaccess
apache security definiion
detailing allowed users

authentic ers defined in

htpasswd.users
people authorized to in parts of
nagios and their passwords

hosts may
appear broken
if other

hosts break

dependencies.cfg
sometimes things wrongly appear
dead because somthing else broke

nay

appear broken

if other

timeperiods.cfg
for example "work hours" or
"24 x 7" or "overtime"

function within

checkcommands.cfg
how to check hosts and services
are working

reak



http://nagios.sourceforge.net/download/contrib/documentation/misc/config_diagrams/nagios-config.png

Resources

" Project website: http://nagios.org
" Installation on various Linux flavors:

nagioscommunity.org/wiki/index.php/Howtos:specific

" NAGIOS 1nstallation under Debian GNU/Linux:
wiki.tryphon.org/How to install Nagios under Debian

" Nagios http site authentication:
nagios.sourceforge.net/docs/2 0/cgiauth.html


http://nagios.org/

Q&A

" Please be gentle...



Backup



